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1 Overview

Tomcat is a very popular servlet container developed by Apache Software Foundation. After working
with Tomcat’s XML configuration files, most developers and administrators find them very easy to work
with and are comfortable hand-editing them. However, once hand-editing becomes standard operating
procedure, it is easy to lose track of how much time you spend, in aggregate, maintaining each server
configuration change across all of the Tomcat nodes you run in production.

For example, many organizations opt not to dwell on keeping their server.xml files exactly in sync
across all of their Tomcat installations. This approach leads to bugs that manifest themselves on just a
single server, and not consistently across all Tomcat server nodes, which in turn leads to numerous
time-consuming bug investigations that turn out to be caused by the configuration files being slightly
different between the Tomcat installations.

Additionally, if you manually edit your Tomcat configuration files, you know how easy it is to type a small
configuration error, causing your Tomcat instance to fail on the next restart. Modifying the configuration
files by hand on each Tomcat server node is an error-prone and inefficient process. One way to improve
the process is to edit one configuration file and then try it on a single node to verify that it works as
intended. However, any organization running many Tomcat instances in production must either use
software that manages the configurations across the cluster of Tomcat nodes or spend critical
production system administration time distributing the configuration changes manually.

This paper describes how to save time configuring your Tomcat instances using the Tcat Server
administration console. It demonstrates how to:

e Centralize configuration with server profiles

e Edit Tomcat’s JVM startup arguments

e Use the Files editor to edit files in Tomcat’s directory structure
e Upload new files into Tomcat’s directories

e Configure your webapp’s database connectivity

2 Problem: Webapp Configuration is Not Self-Contained

If you are using Apache Tomcat in QA, staging, or production, you will occasionally need to configure

Tomcat’s server.xml , catalina.properties , logging.properties , and/or other Tomcat
configuration files so that your webapps run correctly. Tomcat allows us to configure the webapp’s
<Context> in a separate file from server.xml , and it allows context.xml in the webapp’s META

INF directory that can be bundled as part of the webapp, but that’s almost never enough to configure
everything that the webapp needs. The <Context> tag by itself is not self-contained to the point where
you don’t also have to configure other important things in Tomcat’s server.xml  to go along with your
webapp’s <Context> configuration.

For example, to configure <Host> s, you need to edit server.xml . For configuring connectors, such as
enabling HTTPS, you need to edit server.xml . Even if you can configure your webapp’s database
connection pool in your context.xml file, what about the JDBC driver JAR file? You still have to

@ MuleSoft”

Save Time with Tcat Server Configuration Management



manually copy the JAR into your CATALINA_HOMEIib directory, which is outside of your webapp, out
in the Tomcat-specific directory space.

If you need to configure these items in Tomcat’s configuration files, and if you have several Tomcat
servers to configure them in, you’re going to spend significant time manually modifying each server’s
config files, or you’re going to invent your own configuration file distribution process and scripts. Either
of those approaches is time consuming, and this is where server profiles in Tcat Server can help.

3 Solution: Server Profiles

Server profiles allow you to create and centrally maintain Tomcat configuration in the Tcat Server
console, and then choose which Tomcat server nodes you wish to apply the configuration to. The
configuration can consist of files and directories, and also environment variable settings. Once you’ve
prepared the configuration files, you can then publish the file set out to a group of Tomcat servers at the
click of a single Save and Publish button.

Edit Server Profile page in the Tcat Server administration console
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